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LAW
ON DATA SECURITY


Pursuant to the Constitution of the Socialist Republic of Vietnam; 
The National Assembly hereby promulgates the Law on Data Security.

CHAPTER I
GENERAL PROVISIONS

Article 1. Scope of regulation
1. 1. This Law provides for the principles, policies, and measures for ensuring comprehensive data security throughout the entire data life cycle; establishes a national data security assurance system based on risk-impact levels; the rights, obligations, and responsibilities of agencies, organizations, and individuals in ensuring data security; the management of cross-border data transfer; and the development of human resources, technology, and international cooperation on data security.
2. 2. The processing of personal data shall be carried out in accordance with the law on personal data protection. Matters concerning the security, technical, and technological aspects of personal data that are not specifically provided for in the law on personal data protection shall be governed by this Law.
3. 3. Cybersecurity protection shall be carried out in accordance with the law on cybersecurity. This Law governs data entities throughout the entire data life cycle, regardless of the physical or logical method or means of storage.
4. 4. Where an international treaty to which the Socialist Republic of Vietnam is a member contains provisions that differ from those of this Law, the provisions of that international treaty shall apply, except for matters directly related to national defense, national security, and Core data.
	Article 2. Subjects of application 
	This Law applies to Vietnamese agencies, organizations, and individuals; foreign agencies, organizations, and individuals in Vietnam; and foreign agencies, organizations, and individuals directly engaged in or connected with data processing activities in Vietnam.
	Article 3. Interpretation of terms For the purposes of this Law, the following terms shall be construed as follows:
1. Data security means the state of ensuring the confidentiality, integrity, and availability of data, and the capacity to proactively prevent, detect, deter, and respond to risks of data breaches.
2. Ensuring data security means the comprehensive application of managerial, technical, and legal measures to establish and maintain a state of data security; to control risks; and to prevent acts that infringe upon data security.
3. Data life cycle means the entire set of stages in which data is physically or logically affected, beginning with collection and creation, through storage, use, sharing, and transmission, until deletion and permanent destruction.
4. Classification of data by risk level means the process of determining management levels and applying corresponding protective measures based on the nature, scale of accumulation, and the actual degree of impact and consequence on national defense, national security, social order and safety.
5. Ordinary data (Level 1) means open data or data relating to ordinary civil or commercial activities; if compromised, it poses only a low risk to the lawful rights and interests of organizations or individuals.
6. Internal data (Level 2) means data serving the internal management and operation of an agency, organization, or enterprise, or trade secrets; if leaked, it would cause losses to the normal operations of the organization or to the competitive environment.
7. Important data (Level 3) means data whose criteria are fully compatible with the concept of "Important data" under Data Law No. 60/2024/QH15, belonging to key sectors and fields, which, if leaked, misappropriated, or misdirected, would cause serious harm to national security, macroeconomic security, or the public interest.
8. Core data (Level 4) means data whose criteria are fully compatible with the concept of "Core data" under Data Law No. 60/2024/QH15, directly related to national defense, national security, digital sovereignty, and the nation's supreme strategic interests; if compromised, it would cause harm to the country.
9. National data sovereignty means the supreme, independent, and complete authority of the State of Vietnam to manage, control, and protect data arising within the territory of Vietnam or connected with the lawful interests of the Vietnamese nation. (The State's exercise of national data sovereignty under this Clause 9 does not mean that the State owns all data arising within the territory of Vietnam. With respect to data lawfully created or collected by organizations or individuals using their own resources for production, business, or consumption purposes, the rights of ownership and exploitation are recognized and protected by the State in accordance with the law on civil matters and intellectual property; the State exercises its management and security-control rights over such data only to the extent necessary to prevent and deter violations of the law or to respond to serious data security incidents).
10. Data, data governing entity, data controller, data processor, and data subject shall be construed in accordance with the law on personal data protection and the law on data.
11. International cooperation on data security means external activities, and the conclusion and implementation of international treaties and international agreements, aimed at harmonizing technical standards and coordinating the investigation of cybercrime and the response to cross-border data incidents.
12. Data security incident means a state in which the confidentiality, integrity, or availability of data is compromised, causing harm to national security, social order and safety, or the lawful rights and interests of agencies, organizations, or individuals.
13. Critical national data infrastructure means an information system, data center, or data storage facility of strategic significance serving the operation of digital government, digital economy, digital society, national defense, national security, finance, currency, or national transportation, the disruption of which would paralyze the operation of one or more sectors essential to social life.
14. Training data set for an artificial intelligence system means a body of structured information and data used to feed into an artificial intelligence model and automated algorithmic system in order to optimize and shape the system's logical reasoning and cognitive capacity.
15. National data catalogue includes data of state agencies, political organizations, socio-political organizations, and data of other organizations and individuals of strategic significance serving socio-economic development, state management, and the assurance of national defense and security. The national data catalogue serves as the unified legal basis for cross-referencing, harmonizing, supplementing, and clarifying the criteria for determining the catalogue of Important data (Level 3) and Core data (Level 4) provided for in Article 6 of this Law.
16. National Data Security Administration Center means the supreme command-and-monitoring infrastructure under the Ministry of Public Security for protecting the nation's critical data infrastructure, performing real-time monitoring functions and national coordination of incident response and data risk governance.
Article 4. Principles for ensuring data security
1. Comply with the Constitution and the law; ensure unified State management; protect digital sovereignty and national interests.
2. Ensure data security according to the classification of impact risk levels; the higher the risk level, the stricter the management and technical requirements.
3. Closely link data security assurance with the development of the digital economy and digital society; do not misuse security grounds to unlawfully obstruct the lawful flow of data or Vietnam's international commitments on digital trade.
4. Ensure the accountability of data-processing entities; respect human rights, citizens' rights, and the right to privacy under the Constitution.
5.  Combine the promotion of internal strength with the strengthening of international cooperation; selectively reference and apply advanced international standards and practices.
6. Apply data security solutions from the design stage and by default throughout the entire system and data life cycle.
7. Ensure compatibility and harmony with relevant international treaties to which Vietnam is a member, on the principle of maximally protecting national and ethnic interests.
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Article 5. State policy on data security
1. Perfect the institutional framework for managing data resources and establishing national data sovereignty.
The Government shall specify State policy on data security for each period.
2. Ensure data security according to risk level and throughout the entire data life cycle. Build and develop a safe, trustworthy, and highly resilient data ecosystem.
3. Ensure security in the cross-border storage and transfer of data.
4. Ensure data security in the research, development, and application of artificial intelligence and new technologies.
5. Ensure data security in the development of the data economy, innovation, and technological self-reliance.
6. Diversify financial resources, promote socialization, and attract domestic and foreign investment capital to serve the development of technology infrastructure and the research of new-generation cryptography; prioritize the development of high-quality human resources and promote extensive international cooperation on data security.
Article 6. Classification of data by security risk level
1. Data is classified into four (04) risk levels, from low to high, based on the nature, scale of accumulation, and degree of impact on national defense, national security, social order and safety, and the lawful rights and interests of organizations and individuals, comprising:
a) Ordinary data (Level 1);
b) Internal data (Level 2);
c) Important data (Level 3);
d) Core data (Level 4).
2. Where data of a lower level, upon accumulation, reaches a large-scale threshold that alters the nature of its impact risk, a correspondingly higher level of protection shall apply.
3. Agencies and organizations operating information systems that store and process data must establish an automated technology system to monitor, detect, and issue warnings when the total accumulated scale of data reaches or exceeds the threshold specified in Clause 2 of this Article. Immediately upon the automated system issuing a warning that the accumulation threshold has shifted the data to a higher risk level, the governing entity of the information system shall be responsible for:
a) Immediately upgrading the technical and managerial protective measures to correspond with the new data level;
b) Reporting fluctuations in data accumulation scale to the national centralized data security monitoring system under the Ministry of Public Security after the system records a warning signal, for Important and Core level data.
4. It is strictly forbidden to transfer Core or Important data that has a direct, immediate impact on national defense, security, social order and safety, finance-banking, energy, telecommunications, or emergency response management abroad, except in special cases serving the nation's supreme interests as permitted by the Government.
5. The Government shall specify in detail the criteria and quantitative thresholds for the scale of data accumulation, the timeframe for reporting fluctuations in data scale, and the order and procedures for issuing the catalogue of data falling under Level 3 and Level 4.
Article 7. Prohibited acts
1. Misappropriating, destroying, trading, disclosing, leaking, or losing Core data or Important data; storing or processing data with intent to oppose the State of the Socialist Republic of Vietnam, or to infringe upon national defense, national security, social order and safety.
2. Conducting data espionage; installing malicious code or spyware to unlawfully collect data; decrypting the data of agencies, organizations, or individuals without authorization.
3. Unlawfully transferring, trading, storing, or processing the data of Vietnamese organizations or citizens for foreign organizations or individuals; misusing data security measures to restrict fair competition or to violate international trade commitments.
4. Concealing, failing to report, or falsely reporting data security incidents; obstructing inspection, examination, or investigation activities of competent state agencies.
Article 8. Measures for ensuring data security
1.  Measures for ensuring data security include:
a) Managerial and technical measures corresponding to risk level;
b) Encrypting data using specialized cryptographic solutions, security cryptography, civil cryptography, quantum-resistant cryptography, and other cryptographic solutions;
c) Monitoring, early-warning, and security-audit measures;
d) Measures for security appraisal of systems and impact assessment; e) Incident response and remediation measures;
e) Emergency technical measures;
g) Administrative, civil, and criminal sanction measures in accordance with the law.
2. The application of data security measures must be proportionate and appropriate, and must not cause excessive obstruction to the lawful production and business activities of organizations and individuals.
3. The Government shall specify in detail the authority, order, and procedures for applying the measures provided for in Clause 1 of this Article.
CHAPTER II.
SECURITY ASSURANCE SYSTEM BY LEVEL AND THROUGHOUT THE ENTIRE DATA LIFE CYCLE
SECTION 1. DATA SECURITY ASSURANCE SYSTEM
Article 9. Data security assurance system

1. The data security assurance system means the aggregate of policies, procedures, technical measures, managerial measures, and resources aimed at ensuring the confidentiality, integrity, availability, authenticity, and resilience of data.
2. Agencies and organizations subject to this Law are responsible for establishing, maintaining, and improving a data security assurance system appropriate to the scale of their operations, the nature of their data, and the level of risk.
3. The data security assurance system must be periodically reviewed and updated, or updated whenever there is a significant change in the system, technology, operating model, or level of risk.
4. The development of the data security assurance system must comply with the following principles:
a) Risk-based management.
b) Application of protective measures corresponding to the data security level.
c) Ensuring security throughout the entire data life cycle.
d) Combining managerial, technical, and organizational measures.
đ) Ensuring the capacity for monitoring, traceability, and inspection.
e) Ensuring the continuity of operations.
Article 10. Periodic and ad hoc risk assessment and certification of conformity
1.  The governing entity of an information system processing Core data or Important data is responsible for organizing an annual periodic data security risk assessment and reporting to the Ministry of Public Security. The Ministry of Public Security has the authority to require an ad hoc assessment upon detecting a risk of serious data security loss.
2.  Specialized information technology products and services serving the protection, encryption, and monitoring of data security must obtain a certificate of conformity before being placed on the market.
3. Risk assessment must be carried out:
a) Periodically;
b) Before putting a new data system into operation;
c) Upon a significant change to the system;
d) After a serious incident has occurred;
đ) At the request of a competent authority.
4.  Risk assessment records include: data catalogue; the level of importance of the data; catalogue of threats; risk analysis results; risk treatment plan; and monitoring and update results.
5.  The Government shall specify in detail the frequency of assessment, the content of reports, and the conditions and procedures for issuing certificates of conformity for data security technology products.
6.  The risk assessment records provided for in this Article shall be prepared on the basis of the results of the inventory and data mapping provided for in Article 11, and may be used as part of the data security impact assessment records provided for in Articles 12 and 15 for the same information system, without requiring the data governing entity to prepare multiple separate sets of records for the same assessment content.
Article 11. Data inventory and mapping
1. The data governing entity must carry out a regular data inventory in order to determine:
a) Type of data;
b) Storage location;
c) Place of processing;
d) Owner;
đ) Managing unit;
e) Level of importance.
2.  Important data and Core data must be mapped.
3. The data map must reflect: the location of the data; the flow of the data; access points; connection points; related systems; and dependence on third parties.
Article 12. Data security impact assessment
1. Data security impact assessment means the analysis of the effects of data-processing activities on national security, the public interest, and the security of the data system.
2. An impact assessment must be carried out prior to:
a) Deploying a new data system;
b) Processing critical data;
c) Changing the system's architecture;
d) Transferring data outside the scope of management;
đ) Using new technology that carries a risk of affecting data security.
3. Content of the impact assessment
a) Description of the processing activity.
b) Purpose of processing.
c) Data affected.
d) Risks to data security.
đ) Mitigation measures.
e) Monitoring plan.
SECTION 2. ENSURING SECURITY THROUGHOUT THE ENTIRE DATA LIFE CYCLE
Article 13. Management of the catalogue and responsibility for ensuring data security

1. The Ministry of Public Security shall take the lead, in coordination with ministries and ministerial-level agencies, in developing, and submitting to the Prime Minister for issuance and updating, the National Data Catalogue in order to ensure data security.
2. Agencies, organizations, and individuals engaged in data-processing activities involving data on the catalogue provided for in Clause 1 of this Article are responsible for conducting inventory, classification, and declaration of the catalogue, and for implementing data security measures throughout the entire life cycle and corresponding to the level of risk.
3. Micro, small, and medium enterprises that are not engaged in large-scale data processing, or that do not process Important data or Core data, are exempt from the data life-cycle protection obligations.
4. The Government shall specify in detail the criteria, order, and procedures for compiling, appraising, issuing, registering, and updating the National Data Catalogue; and shall specify the minimum risk-governance content corresponding to each data level and the data life-cycle protection obligations provided for in Clause 2 of this Article.
Article 14. Security control in the collection, creation, and system design of data
1. Organizations and individuals that develop, produce, provide, or use information systems, hardware devices, software, applications, and technologies to collect or create data must integrate security and protective measures from the design and development stage onward and throughout the product's life cycle.
2. Organizations, enterprises, and business individuals may only collect the information fields that are truly necessary and sufficient to achieve their stated purpose.
3. Personnel involved in the governance, operation, or access of systems processing Core data must be screened, have their competence assessed, commit to information confidentiality, and be subject to supervision and minimum access-privilege assignment as prescribed.
4. Technology devices, artificial intelligence products, and technology supply chains serving the collection of data of Level 3 and above must be inspected, certified for conformity, and subjected to a cybersecurity risk assessment before being put into operation.
5. For information systems that fall within the scope of this Law and are simultaneously subject to appraisal and approval of information system security level under the law on cybersecurity, the data security appraisal provided for in this Article shall be carried out concurrently and integrated into a single set of records and a single appraisal process led by the Ministry of Public Security, in coordination with the competent authority under the law on cybersecurity, resulting in a single written approval.
6. The Government shall specify in detail the security-by-design technical standards, the manufacturer's vulnerability-management obligations, the personnel control process, the security control of the technology supply chain, and the security risk assessment process for automated data-collection systems and devices.

Article 15. Ensuring security in the storage, transmission, and processing of data
1. The storage of Level-3-and-above data at data centers or through third-party services must meet the mandatory technical standards on physical security, cybersecurity, cryptographic key management, and emergency data backup and recovery mechanisms.
2.  Level-3-and-above data, when transmitted, must be subject to encryption and authentication measures. The transmission of Core data between state agencies and information infrastructure important to national security must be carried out over a dedicated, continuously monitored transmission channel.
3. Data processing activities must strictly comply with their defined purpose. The data controller and the data processor must carry out a data-protection impact assessment when conducting large-scale data-processing activities, processing data with a high risk of affecting national security, or processing data using artificial intelligence.
4.  The Government shall specify this Article in detail.
Article 16. Ensuring security in the sharing, provision, and trading of data
1.  The sharing and provision of data must be based on a legal basis, subject to a security impact assessment prior to implementation, and subject to appropriate technical data-protection measures. It is strictly forbidden to share data of state agencies with other organizations or individuals if doing so risks harming national security.
2.  It is strictly forbidden to trade in Core data or Important data that has a direct, immediate impact on national defense, security, social order and safety, finance-banking, energy, telecommunications, or emergency response management, except in special cases permitted by the Government. Data transactions and trading constitute a conditional business line and must be licensed by a competent state agency.
3.  Organizations and individuals engaged in brokerage or the provision of data exchanges must register their activities, ensure technical capacity and security standards, verify the lawful origin of the data, and retain a complete transaction history for the prescribed period to serve inspection and examination purposes.
4. The Government shall specify this Article in detail.
Article 17. Ensuring security in data destruction
1. When data has reached the end of its statutory or agreed retention period, or when the data subject requests deletion, the data managing entity must carry out the destruction of the data.
2. Level-3-and-above data, upon reaching the end of its retention period or no longer having a lawful processing purpose, must be thoroughly destroyed using specialized technical measures, ensuring that it cannot be recovered in any form.
3. The data controller and the data processor are responsible for establishing a rigorous data-destruction process, and for preparing and retaining destruction records and certificates so as to be able to provide them to the competent authority upon request.
4. Organizations providing data-destruction services must satisfy the conditions on professional capacity, comply with technical and security standards, and bear legal liability for any act causing a data leak in the course of destruction.
5. The Government shall specify in detail the technical and security standards, the safe data-destruction methods, and the process for inspecting the implementation of data destruction for each type of data storage.

SECTION 3. ENSURING SECURITY ACCORDING TO DATA LEVEL
Article 18. Protection of Ordinary data
1. Agencies, organizations, and individuals that process Ordinary data are responsible for proactively applying protective measures in accordance with national technical standards and regulations on cybersecurity; ensuring availability; and preventing the falsification or distortion of data.
2.  The State encourages organizations and enterprises to apply advanced international data security standards in order to enhance competitiveness and enable cross-border data interoperability under international treaties to which the Socialist Republic of Vietnam is a member.
3. Upon detecting a security incident or a leak of Ordinary data that risks affecting the lawful rights and interests of related parties, the data-processing entity must promptly notify users and immediately apply technical measures to deter and mitigate the damage.
4. The processing of Ordinary data must comply with the data-security principles applicable throughout the entire data life cycle provided for in Section 2 of this Chapter.
Article 19. Protection of Internal data
1. Infrastructure and storage requirements:
a) Internal data must be stored and processed in information systems that meet the standards prescribed by law;
b) The governing entity of an information system containing Internal data must ensure a high level of system availability; develop a disaster-recovery plan and backup infrastructure; and ensure the capacity to restore data in the event of a serious incident.
2. The governing entity of an information system containing Internal data must deploy technical solutions to proactively deter and mitigate damage from cyberattacks; and establish a technical perimeter for preventing, countering, periodically scanning for, and removing malicious code in order to ensure the security of the system and the data stored therein.
3. Personal data and trade secrets classified as Internal data must, in the course of processing, be automatically and periodically backed up; the system's governing entity is responsible for checking the integrity and confidentiality of backups at least once a week in order to be prepared to respond to ransomware attack scenarios.
4. The Ministry of Public Security is responsible for monitoring and inspecting compliance with the protective measures for Internal data; and for strictly handling acts of lax management that result in the loss or leakage of data, or the unauthorized collection, trading, or transfer of data, in accordance with the law.
5.  The processing of Internal data must comply with the data-security measures applicable throughout the entire data life cycle provided for in Section 2 of this Chapter.
Article 20. Protection of Important data
1. Organizational and infrastructure requirements:
a) Important data must be stored and processed in information systems that meet a minimum standard of Level 3 or above, as prescribed by law;
b) Agencies and organizations processing Important-and-above data must establish a risk-governance system; and designate personnel in charge of data security and a dedicated unit for data security protection.
2. The governing entity of Important data must establish a risk-governance system; and carry out logging and secure protection of system logs for a minimum of six months to serve investigation, incident response, and the tracing of acts that infringe upon national security.
3. The governing entity of an information system containing Important data must apply multi-factor authentication measures, a minimum-privilege access-control mechanism, and encryption of data both at rest and in transit in accordance with national technical standards and regulations.
4.  The Ministry of Public Security shall take the lead, in coordination with the ministries and sectoral management agencies, in carrying out remote monitoring and periodic or ad hoc inspection of compliance with the regulations on the protection of Important data; where a risk of a serious data leak or security loss is detected, the Ministry of Public Security has the authority to require the suspension of data-processing activities in order to remedy the incident.
5. The processing of Important data must comply with the data-security measures applicable throughout the entire data life cycle provided for in Section 2 of this Chapter.
6. The data security personnel provided for at Point b, Clause 1 of this Article must be guaranteed independence in their professional activities, have the right to report directly to the head of the agency or organization, and must not be subject to adverse treatment for properly performing their duties.
Article 21. Protection of Core data
1. Core data must be stored and processed in Level-4 or Level-5 information systems as prescribed by law; Core data related to security, national defense, and critical infrastructure shall be subject to physical isolation measures or special security segmentation from the public Internet, and may not be transferred abroad, except in special cases serving the nation's supreme interests as decided in writing by the Prime Minister.
2.  Ensuring cryptographic security and data-transmission control mechanisms:
a) The storage and transmission of Core data must apply specialized encryption solutions;
b) The transmission of system-log information and audit metadata from the information system storing Core data to the national centralized data security monitoring system must apply a physical one-way data-transmission technical solution, ensuring the principle of physical isolation is maintained. It is strictly forbidden to establish an unauthorized control-signal transmission flow or to move data flows from the public cyberspace into the Core-data storage segment.
3. Access to, extraction of, or operations on Core data must be directly approved in writing by the head of the agency governing the information system, and shall be subject to the supervision and control of the dedicated data security force.
4. The Ministry of Public Security shall take the lead, in coordination with relevant functional units, in carrying out periodic or ad hoc inspection, examination, and monitoring of compliance with cryptographic technical regulations, system security configuration, and control of the risk of Core data being moved, disseminated, or leaked.
5. The processing of Core data must comply with the data-security measures applicable throughout the entire data life cycle provided for in Section 2 of this Chapter.

CHAPTER III.
ENSURING DATA SECURITY IN THE DEVELOPMENT OF THE DIGITAL ECONOMY AND DIGITAL GOVERNMENT

Article 22. Ensuring data security for digital infrastructure and telecommunications and Internet services
1. Enterprises providing telecommunications services, Internet services (ISPs), core network services, and enterprises providing data infrastructure in Vietnam are responsible for:
a) Applying appropriate managerial measures and technical solutions to ensure the security, integrity, and availability of transmitted data flows in accordance with the information system security level prescribed in this Law;
b) Deploying an automated technical system to scan for, detect, prevent, and promptly remedy data security incidents, cyberattacks, and cross-border data leaks on the infrastructure that they manage and operate;
c) Establishing an authentication mechanism and user identity management, and retaining complete network data transmission logs (IP logs) for the prescribed period to serve the investigation and tracing by the competent authority of acts that violate the law on data security;
d) Carrying out emergency prevention, filtering of access flows, or removal of malicious data sets or data that infringes upon national security immediately upon a written request or technical coordination order from the Ministry of Public Security
2. Foreign enterprises providing cross-border telecommunications or Internet services that process the data of users in Vietnam, or that affect Vietnam's national data security, are obligated to:
a) Carrying out data storage and establishing a branch or representative office in Vietnam in accordance with this Law and related laws;
b) Establishing a technical security connection gateway and complying with coordination and handling requirements for malicious information and data similar to enterprises provided for in Clause 1 of this Article.
3. Technical sanction measures against violating enterprises: enterprises providing services under Clauses 1 and 2 of this Article that violate the law on data security, fail to comply with an emergency-response coordination order, or are lax in management such that a large-scale data leak occurs, shall, depending on the nature and severity of the violation, be subject to technical coercive measures including:
a) Restricting or regulating network connection bandwidth;
b) Temporarily suspending or time-limiting the right of access or the flow of related data within the territory of the Socialist Republic of Vietnam;
c) Suspending operations or revoking the license to provide telecommunications or Internet services in accordance with the law.
4. 4. The Government shall specify in detail the retention period for network data transmission logs, the classification criteria, the catalogue of digital infrastructure and Internet services required to apply special monitoring measures, the technical coordination process between the national data security authority and enterprises, and the procedure for applying the technical coercive measures provided for in this Article.
Article 23. Security appraisal of systems, investment activities, and technology transfer
1. Information systems intended to store or process Core data or Important data, and investment or technology-transfer projects with a component that processes such data, must be appraised by the Ministry of Public Security regarding the conditions for ensuring data security before being put into operation or approved.
2. The Ministry of Public Security shall take the lead, in coordination with relevant units, in carrying out the appraisal; the appraisal document is a mandatory basis in the records for the relevant investment or technology-transfer decision.
3. The competent state agency carrying out the appraisal under this Article is responsible for absolutely safeguarding the technical information, source code, and trade-secret documents provided by organizations or individuals in the course of the appraisal, and shall use them only for data security appraisal purposes. Any act of disclosing, losing, or misusing the information referred to in this Clause shall be strictly handled in accordance with the law.
4. The Government shall specify in detail the content, order, procedures, and time limits for appraisal, and the data-scale thresholds subject to the appraisal under this Article.
Article 24. Ensuring data security in the development of digital government and key national sectors
1.  Data serving the operations of state agencies, the provision of online public services (digital government), and data operating the technical infrastructure of key national sectors — including finance and banking, energy, healthcare, education, telecommunications, and transportation — must be classified and subject to protective measures at a minimum level of Important data or Core data.
2. Every information system serving digital government and the key sectors provided for in Clause 1 of this Article must, when connected or interlinked, integrate a technical solution for real-time connection monitoring with the Ministry of Public Security's centralized data security monitoring system. For military and national defense data involved in cross-sectoral critical infrastructure, monitoring shall be led by the Ministry of National Defense in accordance with Article 51 of this Law.
3. The governing entity of an information system in a key sector provided for in Clause 1 of this Article is responsible for:
a) Conducting a security-configuration audit and vulnerability scan at least twice a year;
b) Developing a disaster-recovery plan, ensuring the capacity to restore clean data after an incident occurs.
4. The Government shall specify this Article in detail.
Article 25. Ensuring long-term data security
1. Core data and Important data of national strategic significance, and data containing state secrets, must be subject to long-term security measures capable of withstanding the development of quantum computing and other new technologies.
2. The governing entity of the relevant information system is responsible for periodically assessing its quantum-resistance readiness and for implementing a roadmap for transitioning to quantum-resistant cryptography under the guidance of the competent state agency.
3.  The State shall adopt policies to encourage and provide incentives for organizations and individuals that research, invest in, train personnel for, and successfully apply quantum-resistant cryptography solutions, and that protect experts who discover serious security vulnerabilities.
4.  The Government shall specify in detail the data catalogue, roadmap, standards, and technical regulations for quantum-resistant cryptography, the management of the application of quantum-resistant cryptography to ensure data security, and the incentive mechanism provided for in this Article.
Article 26. Governance of algorithms and artificial intelligence systems
1. Organizations and enterprises that research, develop, operate, and provide artificial intelligence services, in particular generative artificial intelligence systems, in Vietnam must:
a) Establish a process for verifying and cleansing training data, ensuring the lawful origin of the data and that it does not infringe intellectual property rights;
b) Integrate a digital watermarking solution for content generated by artificial intelligence;
c) Build technical filters that proactively prevent misleading content that harms national security, social order, and safety.
2. The Ministry of Public Security has the authority to require organizations and enterprises providing artificial intelligence services to explain the transparency of their algorithms and the sources of their training data upon detecting that a system is producing misleading information about Vietnam's sovereignty, history, borders, culture, or politics.
3.  Enterprises operating an artificial intelligence platform must establish a channel for continuously receiving violation reports, and must prevent misleading information that directly infringes upon national security immediately upon an emergency request from the Ministry of Public Security.
4.  Where an artificial intelligence system seriously violates legal regulations and causes particularly large consequences, the Ministry of Public Security has the authority to decide to suspend the provision of the service or to apply technical preventive measures to that system in accordance with regulations.
Article 27. Ensuring security for the controlled testing mechanism for data security technology solutions
1. The Government shall issue regulations on the controlled testing mechanism for new data security technology solutions, artificial intelligence, blockchain, and big data in strategic sectors.
2. Organizations and enterprises participating in the controlled testing mechanism may apply a streamlined assessment procedure, but must still ensure the core data security principles provided for in this Law.
3.  The Government shall specify in detail the conditions, scope, and duration of testing and the monitoring responsibility.
Article 28. Ensuring sovereignty and data storage in data business and trading activities
1.  Core data and Important data of national strategic significance, having a direct, immediate impact on national defense, security, social order and safety, finance-banking, energy, telecommunications, or emergency response management, must be stored at a data center located within the territory of the Socialist Republic of Vietnam. Where stored on an international cloud computing system, the data governing entity must continuously maintain a real-time updated backup copy in Vietnam and ensure that supreme control rests with the competent state agency of Vietnam. For other groups of Important data, a periodic synchronized backup mechanism, regular backup, or a recovery mechanism appropriate to the level of risk shall apply.
2. Organizations operating a data exchange in Vietnam must establish technical infrastructure that meets security standards and audits the legal origin of the data; the trading and transfer of personal data and Important data must be registered to serve management and monitoring.
3. A foreign enterprise providing cross-border telecommunications or Internet services that violates the law on data security or the protection of the personal data of Vietnamese individuals, and fails to remedy the violation after having been warned in writing, shall be subject to a coercive measure requiring it to establish infrastructure and store data in Vietnam.
4.  A foreign enterprise that violates Clause 3 of this Article shall, depending on the nature and severity of the violation, be subject to technical preventive measures including: restricting connection bandwidth, and temporarily suspending or revoking the right of access to data flows within the territory of Vietnam.
6. The Government shall specify this Article in detail.
Article 29. Management of the data-service business and protection of data assets
1. The business of data processing, analysis, brokerage, storage, and destruction services is a conditional investment and business line subject to security and order conditions; enterprises operating in this field must meet the prescribed security standards.
2.  The State recognizes and protects the lawful ownership and exploitation rights over data assets of agencies, organizations, and individuals; and strictly forbids acts of misappropriating data or trade secrets, and attacks that sabotage the data infrastructure of enterprises.
3. The Government shall specify in detail the licensing conditions and the data-asset protection mechanism.
Article 30. Ensuring data security in the supply chain
1. Organizations and individuals that operate or process data are responsible for controlling and ensuring data security throughout the supply chain with respect to third parties directly or indirectly involved, including:
a) Cloud computing service providers;
b) Artificial intelligence service providers;
c) Data center operators;
d) Data brokers;
đ) Outsourced data-processing service providers;
e) Other third parties with the right to access, store, or process the data of organizations or individuals.
2.  Before establishing a cooperative relationship, and periodically each year during operation, organizations and individuals must conduct a data security risk assessment of the third party. The content of the assessment must clearly cover:
a) The third party's technical capacity and data-protection measures;
b) Risks and security vulnerabilities that may arise in the course of data transfer, storage, and processing;
c) Risk-mitigation measures and a data security incident response plan.
3. The sharing, transfer, or granting of third-party access to data may only be carried out after the parties have concluded a Data Security Agreement (or mandatory data-confidentiality terms within a formal service contract). The contract must clearly provide for:
a) The scope and purpose of data processing and the limits of the third party's access rights;
b) Technical and organizational responsibilities for protecting the data;
c) The obligation to give immediate notice (within no more than 24 hours) when a data leak incident occurs or is at risk of occurring;
d) Liability for damages and sanctions for breach of data security commitments.
4.  Organizations and individuals have the right and the obligation to conduct periodic or ad hoc audits of the third party's data security system, or to require the third party to provide an independent, lawful audit report to demonstrate its ability to comply with the committed data security standards.
Article 31. Communication and dissemination of the law on data security and artificial-intelligence application skills
1. The State shall organize communication and dissemination activities on the law on data security and on artificial-intelligence application skills. Enterprises providing technology and artificial intelligence services are responsible for integrating brief, visual data-security warning messages directly into their interfaces and user interactions.
2. The content of the communication activities includes:
a) The rights and obligations of organizations and individuals;
b) Identification of data-security risks;
c) Data-protection measures;
d) Responsibility in the event of an incident.
3. Agencies, organizations, and individuals are encouraged to participate in activities that raise community awareness of data security.

CHAPTER IV.
CROSS-BORDER DATA TRANSFER AND INTERNATIONAL COOPERATION

Article 32. Ensuring security in cross-border data transfer activities
1. The transfer of data abroad shall be carried out on the principle of risk-based channeling, ensuring the optimization of economic benefits while not infringing upon Vietnam's national security or digital sovereignty.
2. The transfer of Important data or Core data abroad shall be appraised by the Ministry of Public Security, which shall issue a written security approval prior to implementation. For Important data or Core data that has a direct, immediate impact on national defense, security, social order and safety, finance-banking, energy, telecommunications, or emergency response management, the provisions of Clause 4, Article 6 of this Law shall apply.
3. For data constituting an enterprise's trade secrets, transfer abroad shall not require prior appraisal if one of the following conditions is met:
a) The receiving country or territory has been recognized by the Ministry of Public Security as having a data protection legal system of an equivalent level;
b) The parties have concluded a standard data-protection contract in the form issued by the Ministry of Public Security;
c) The transferring entity has been granted a Certificate of Conformity on cross-border data security in accordance with this Law.
4. An organization transferring data abroad under Clause 3 of this Article must itself prepare a data security impact assessment record and report annually to the Ministry of Public Security. The Ministry of Public Security shall carry out post-transfer inspection and has the authority to suspend the outbound data transmission flow if a breach of the confidentiality commitment is detected.
5. The Ministry of Public Security is responsible for publicly announcing and periodically updating the catalogue of countries and territories recognized as having an equivalent data protection legal system, as provided for at Point a, Clause 3 of this Article.
6. The Government shall specify this Article in detail.
Article 33. Judicial assistance and international cooperation on data security
1.  International cooperation and judicial assistance on data security shall be carried out on the principle of respect for independence, sovereignty, equality, and mutual benefit, consistent with the Constitution and the law of Vietnam and with international treaties to which Vietnam is a member.
2. The content of judicial assistance includes coordination in collecting and sharing electronic evidence; extradition and transfer of offenders; freezing and recovery of digital assets; and recognition and enforcement of foreign court judgments on a reciprocal basis.
3.  The Ministry of Public Security is the focal agency advising the Government on the negotiation and conclusion of international treaties on data security and on combating data-related crime.
4. A competent Vietnamese state agency has the right to refuse a request for judicial assistance or the sharing of electronic evidence from a foreign party if fulfilling that request would harm Vietnam's sovereignty, national security, or supreme strategic interests, or would be inconsistent with the exclusionary principles recognized in international treaties on combating cybercrime to which Vietnam is a member.
Article 34. Mechanism for coordinated tracing and global data security incident response
1. The Ministry of Public Security is the national focal point for coordinating with international law-enforcement organizations and transnational technology enterprises to trace and respond to cross-border data security incidents.
2.  The Ministry of Public Security shall establish a national data security information-sharing platform; and encourage agencies, organizations, and enterprises to voluntarily participate in sharing information on data security threats, ensuring anonymity and granting immunity from liability to good-faith sharing parties.
3.  The Government shall specify in detail the operating mechanism of the information-sharing platform provided for in this Article.

CHAPTER V.
MONITORING, PREVENTION, AND RESPONSE TO DATA SECURITY INCIDENTS

Article 35. Centralized data security monitoring and national early risk warning
1. The Ministry of Public Security shall build, manage, and operate the National Centralized Data Security Monitoring System, located at the National Data Security Administration Center, performing the functions of monitoring, analysis, early warning, and support for preventing unauthorized data breaches.
2. The governing entity of an information system processing Core data shall transmit security logs via a one-way device; the governing entity of Important data is responsible for technical connection and for sharing security warning information with the National Centralized Monitoring System in accordance with technical regulations.
3. Monitoring activities must preserve operational confidentiality; it is strictly forbidden to misuse the monitoring function to unlawfully interfere with the normal operation of the system or the content of the monitored data. Intervention in or extraction of specific data content may only be carried out in cases of national security emergency or to serve a criminal investigation in accordance with the law.
4. The Ministry of Public Security shall take the lead, in coordination with the Ministry of National Defense and relevant agencies, in developing and operating the National Data Security Early Risk Warning System. The Ministry of National Defense shall take the lead in operating the early warning system within the scope of military and national defense management, and shall share threat information with the Ministry of Public Security.
5. The governing entity of an information system storing or processing Core data or Important data that receives a warning from the National Early Warning System must immediately implement isolation and filtering measures for the system and report on the remediation results. Concealment or failure to comply with an emergency-response coordination order is strictly forbidden.
6. The Government shall specify in detail the technical regulations on connection, log transmission, and the sharing of security warning information provided for in Clauses 2 and 5 of this Article.
Article 36. Emergency technical measures for ensuring national data security
1. In an emergency situation directly threatening data sovereignty or national security, the Ministry of Public Security and the Ministry of National Defense, within the scope of their authority, have the right to issue special coordination orders and apply emergency technical measures to the relevant infrastructure- and network-service-providing enterprises.
2.  The requisition of infrastructure, assets, and personnel in an emergency situation shall be carried out in accordance with the law on the purchase and requisition of assets.
3. The Government shall specify in detail the authority, order, and procedures for issuing and rescinding the measures provided for in this Article.
Article 37. Development of data security incident response plans and scenarios
1. Data security incidents are classified from a local level up to a national emergency level. The governing entity of an information system processing Internal data, Important data, and Core data is obligated to develop an incident response plan and to organize an annual periodic drill.
2.  The Ministry of Public Security and the Ministry of National Defense shall take the lead in developing national model scenarios, and shall command and coordinate when an incident exceeds the control capacity of a ministry, sector, or locality.
3. The Government shall specify in detail the criteria for classifying incident levels and the emergency coordination process.

Article 38. Responsibility to report and notify data security incidents
1. The data governing entity is responsible for promptly reporting a data security incident to the Ministry of Public Security (or the Ministry of National Defense for military data) and for notifying the affected data subjects when the incident infringes upon their lawful rights and interests.
2. It is strictly forbidden to conceal or falsely report an incident, or to obstruct the incident-response activities of the competent state authority.
3. The reporting time limits are as follows:
a) For Core data, an assessment is required, with a report due within 02 hours of detecting the incident;
b) For other data, initial notification to the Ministry of Public Security (or the Ministry of National Defense)
within 24 hours from the detection of the incident;
c) A full report on the scope, cause, and remedial measures within 72 hours from the detection of the incident;
d) A summary and post-incident assessment report within 30 days from the remediation of the incident.
Article 39. National coordination for data security incident response
1.  The National Data Security Administration Center, under the Ministry of Public Security, is the nationwide command and coordination focal point for data security incident response.
2. The Ministry of Public Security shall take the lead in establishing a national rapid data-response force; the Ministry of National Defense shall take the lead in incident response within the military and national defense domain.
3.  The Government shall specify in detail the coordination mechanism, the mobilization of experts, and the coordination responsibilities provided for in this Article.
Article 40. Tracing and investigating acts that violate data security
1. Specialized units under the Ministry of Public Security and the Ministry of National Defense have the right to collect electronic evidence and extract system-log data to serve the tracing and investigation of acts that violate the law on data security.
2. Telecommunications and information-technology enterprises are obligated to ensure the integrity of system logs and to provide information promptly upon a written request from the competent investigating agency.
3. The Government shall specify in detail the technical regulations for preserving electronic evidence provided for in this Article.
Article 41. Data recovery after an incident
1.  After an incident has been brought under control, the data governing entity is responsible for restoring the system, having ensured that malicious code has been completely removed and security vulnerabilities thoroughly remediated, before returning the system to official operation.
2.  For information systems of state agencies and critical infrastructure, the restoration of connectivity must be accompanied by written confirmation from the Ministry of Public Security or the Ministry of National Defense that the security conditions have been met.
3. The State shall consider allocating resources to support disaster recovery for systems suffering particularly serious damage within the Important-data or Core-data groups.
Article 42. Data security protection drills
1. The Ministry of Public Security and the Ministry of National Defense shall take the lead in organizing national data security drills for critical national data infrastructure within their respective management scope.
2. The results of a drill serve as a basis for assessing an agency's or organization's data security capacity. An individual who participates in a drill and correctly follows the approved scenario is exempt from liability for technical incidents arising in the course of the drill.
Article 43. Data security risk insurance
1. Enterprises that are data governing entities are encouraged to purchase data security risk insurance appropriate to the level of data they store and process, in order to proactively mitigate financial losses in the event of an incident.
2. The Government shall specify in detail the limits, conditions, types of insurance, and related tax incentive policies provided for in this Article.

CHAPTER VI.
DEVELOPMENT OF HUMAN RESOURCES, TECHNOLOGY, AND THE DATA SECURITY FORCE

Article 44. National data security protection force
1.  The dedicated national data security protection force includes:
a) The specialized force under the Ministry of Public Security (overall lead and coordination);
b) The specialized force under the Ministry of National Defense (leading the protection of military and national defense data);
c) Data security protection personnel assigned within ministries, sectors, provincial-level People's Committees, and agencies or organizations directly managing information systems or databases important to national security;
d) Organizations and individuals mobilized to participate in data security protection.
2. The State shall prioritize investment in building a specialized force that advances directly to modern standards;
and equips it with advanced technology to serve the protection of data and national sovereignty.
3. The Government shall specify in detail the functions, tasks, powers, and coordination mechanism of the specialized force.
Article 45. Development of human resources and the data-security professional certification system
1. The State shall plan the data-security human-resource training network, and issue a national competency-standard framework for data security compatible with international standards.
2.  Personnel directly operating information systems that process Important data or Core data must hold a data-security professional certification issued by a competent state agency, or an equivalent recognized reputable international certification.
3. The State shall apply a policy of scholarships and support for advanced training for high-quality data-security personnel.
4. The Government shall specify in detail the national data-competency framework and the conditions for recognizing equivalent international certifications provided for in Clauses 1 and 2 of this Article.
Article 46. Policy for attracting and rewarding data-security talent
1. The State shall apply a special incentive mechanism and grant exceptional recruitment without competitive examination to experts and scientists with outstanding achievements in data security, including Vietnamese people residing abroad.
2. The State shall establish a safe legal framework protecting independent technology experts who discover and report security flaws in accordance with the good-faith coordinated vulnerability disclosure process.
3. The Government shall specify in detail the incentive mechanism, exceptional-recruitment arrangements, and the security legal framework provided for in Clauses 1 and 2 of this Article.

Article 47. Management of the activities of foreign organizations and individuals regarding data in Vietnam
1.  Agencies and organizations that engage foreign experts or partners to participate in Level-3 or Level-4 data projects are responsible for conducting personnel security vetting, signing confidentiality agreements, and applying independent technical isolation solutions when such persons access the system.
2.  A foreign organization or individual that violates Vietnam's law on data security shall be strictly handled in accordance with the law, including having system access revoked or being deported from the territory of Vietnam.
Article 48. Mobilizing social resources and financial socialization in ensuring data security
1. The State encourages organizations and individuals to discover and report data-security vulnerabilities and risks; to contribute technology solutions for data protection to state agencies; and to invest in and provide financial sponsorship for research, technology development, and personnel-training activities on data security.
2. Confidentiality of identity information shall be ensured, and a policy of reduced or exempted legal liability shall apply to persons who discover and report security flaws in good faith and not for improper gain.
3. Organizations and enterprises that incur expenses investing in or sponsoring national data-security activities, research into new-generation cryptography technology, or the training of high-quality data-security personnel may count such expenses as deductible reasonable expenses in determining income subject to corporate income tax in accordance with the tax law.
4. The Government shall specify in detail the mechanism for receiving information, rewarding and protecting reporting persons, and the specific incentive and support policies for the financial-socialization activities provided for in this Article.

CHAPTER VII.
STATE MANAGEMENT OF DATA SECURITY

Article 49. Content of State management of data security The Government shall exercise unified State management of data security nationwide, comprising:
1. Developing and issuing strategies, policies, and legal normative documents on data security linked to the strategy for developing the digital economy, digital society, and digital government.
2. Establishing and managing the data classification system, the national data catalogue, and the system of technical standards and regulations.
3.  Managing the centralized data security monitoring infrastructure, the controlled testing mechanism, and conformity certification activities.
4.  Organizing inspection, examination, and handling of violations, and coordinating international cooperation on data security.
Article 50. Responsibilities of the Ministry of Public Security The Ministry of Public Security is responsible to the Government for exercising State management of data security, acting as the lead and overall coordinating agency, and is responsible for:
1. Advising the Government on the issuance of policy and law on data security; taking the lead in coordinating the response to national data-security emergencies.
2. Establishing and operating the National Data Security Administration Center and the National Centralized Data Security Monitoring System.
3.  Taking the lead, in coordination with others, in researching and applying security cryptography and quantum-resistant cryptography to protect data managed under the functions and duties of the Ministry of Public Security and the socio-economic data blocks.
4. Taking the lead in appraising the security conditions for investment activities, technology transfer, and the transfer of data abroad relating to Important data and Core data.
5. Organizing the prevention of and fight against cybercrime and data-related crime; carrying out inspection, examination, and the handling of violations of the law on data security.
		Article 51. Responsibilities of the Ministry of National Defense The Ministry of National Defense is the lead agency for ensuring military and national-defense data security, and is responsible for:
1. Taking the lead in ensuring data security for military and national-defense information systems; coordinating with the Ministry of Public Security to develop the catalogue of Core data and Important data relating to military and national-defense matters.
2. Coordinating in appraising the security conditions for the transfer of military- and national-defense-related data abroad; operating the military data-security monitoring system.
3. Co-leading, in coordination with the Ministry of Public Security and the Ministry of Science and Technology, the implementation of national strategic projects on researching, developing, and mastering quantum-resistant encryption technology.
4.  For data created, processed, and managed by agencies, units, or enterprises under the Ministry of National Defense's management that is not military data or a military or national-defense secret, the classification of risk level, application of security measures, connection to centralized monitoring, inspection, examination, and coordination shall be led by the Ministry of Public Security in accordance with Article 50 of this Law.
		Article 52. Responsibilities of the Ministry of Science and Technology The Ministry of Science and Technology is responsible for State management of science, technology, measurement, and quality in ensuring data security, and is responsible for:
1. Promoting research and development of new-generation cryptography technology and domestic security solutions; coordinating the establishment of controlled testing zones for new data technologies.
2.  Issuing and guiding the application of the system of national standards and national technical regulations on digital infrastructure and the security of artificial intelligence systems.
		Article 53. Responsibilities of the Government Cipher Committee The Government Cipher Committee is responsible for State management of cipher affairs, as the force coordinating the protection of data security through cipher cryptographic techniques, and is responsible for:
1. Managing and organizing cipher cryptographic activities to protect data containing state secrets of Party and State agencies.
2. Appraising and certifying cipher cryptographic products; taking the lead in researching quantum-resistant cryptographic solutions to protect national strategic information.
Article 54. Responsibilities of ministries, ministerial-level agencies, government agencies, and People's Committees at all levels
1. The head of an agency, organization, or locality is directly responsible for data security within the scope of their management; and shall organize data classification and report to the Ministry of Public Security.
2. Allocating resources and funding to ensure data security; prioritizing the procurement and use of certified domestic security-technology products.
3. Complying with emergency technical coordination orders and facilitating the inspection and examination activities of the specialized force.
4. The procurement of certified domestic data-security products and services directly serving critical national information systems provided for in Clause 2 of this Article may be carried out through direct appointment of contractor or special procurement in accordance with the law on bidding for procurement aimed at ensuring national security; such application shall ensure compatibility with international treaties on government procurement to which Vietnam is a member.
Article 55. Obligations and responsibilities of the data governing entity
1.  Establishing and operating a data-security risk-governance system commensurate with the data classification level of the agency or organization.
2.  Strictly complying with the obligation to conduct security appraisal and audit, and connecting to share monitoring information with the National Centralized Monitoring System, for Level 3 and Level 4 data.
3. Being solely responsible before the law for the accuracy of self-classification of data and self-certification of compliance for Level 1 and Level 2 data.
CHAPTER VIII.
INSPECTION, EXAMINATION, AND HANDLING OF VIOLATIONS

Article 56. Data security inspection and examination
1. The Inspectorate of the Ministry of Public Security and the Inspectorate of the Ministry of National Defense shall take the lead, in coordination with the specialized agencies, in carrying out sectoral inspection of data security in accordance with the law on inspection.
2. Periodic or ad hoc technical examination and risk-assessment activities of the specialized force must be conducted with proper authority and procedure and must not unlawfully obstruct the normal operations of the data governing entity.
3. The Government shall specify in detail the methods and procedures for inspection and examination of data security.
Article 57. Handling of violations of the law on data security
1.  Organizations and individuals that commit acts in violation of this Law shall, depending on the nature and severity of the violation, be subject to disciplinary action, administrative sanction, or criminal prosecution; and, if damage is caused, must pay compensation in accordance with the law.
2.  A monetary fine calculated as a percentage of total revenue for the preceding financial year shall apply to an organization that commits a particularly serious violation of the regulations on protecting Important data or Core data; the maximum fine shall not exceed 5% of the violating organization's total revenue in Vietnam for the preceding financial year; for an organization that is a member of a multinational group whose revenue in Vietnam is not commensurate with the scale and severity of the violation, the Government shall provide for consideration of a fine calculated on the basis of the group's global revenue for the preceding financial year, not to exceed 5% of that global revenue.
3.  A data subject who suffers damage as a result of a violation of this Law has the right to claim compensation for damages in accordance with the civil law.
4. The Government shall specify in detail the violating acts, the specific forms and levels of sanction, and a leniency policy for small enterprises and innovative start-ups that proactively remedy the consequences of an incident.
CHAPTER IX.
IMPLEMENTATION PROVISIONS

Article 58. Effective date, transitional provisions, and compatibility
1. This Law takes effect on December 1, 2027.
2.  Where provisions on ensuring data security in legal normative documents issued before the effective date of this Law conflict with the provisions of this Law, the provisions of this Law shall apply.
3. For information systems and data-service business licenses already granted before the effective date of this Law, the Government shall provide an appropriate roadmap and transitional conditions for agencies and organizations to complete their systems, ensuring no disruption to essential public services and the socio-economy.
4. From January 1, 2035, all information systems storing or processing Core data (Level 4) and Important data (Level 3) within the systems of Party and State agencies, the armed forces, and the finance-banking, energy, telecommunications, and education sectors must complete a roadmap for inventory, data migration, and full transition to using certified quantum-resistant cryptographic solutions; ensuring compatibility with international data-security standards.
5. The development of technical standards and cross-border data-security assessment under this Law shall ensure compatibility and selective harmonization with international legal frameworks, on the principle of not lowering the requirements for protecting Vietnam's digital sovereignty and national security.
